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SmartGlacis: Security and Privacy Technologies for smart cities

The general objective of
SmartGlacis is designing
solutions to help making the life
of citizens in a smart city
efficient, secure and
privacy-preserving in three
broad areas:

A. smart green mobility

B. e-commerce

C. citizen participation
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A. Green mobility:

e F[ee collection for
low-emission zones

e tolls for restricted
areas

e parking discounts for
high-occupancy
vehicles

Research in mobility
incentives compatible
with security (that is,
fraud avoidance) and
privacy (that is, driver
anonymity)

CLEAN MOBILITY INSTEAD OF DIRTY TRAFFIC
Some action fields on the road to a smart and sustainable city
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B. e-Commerce:

e Credit card payments that can be
tracked

e Loyalty programs

Research in electronic tickets that
are secure (cannot be
counterfeited) and privacy-aware.
Reconcile group discounts and
loyalty programs with buyer
anonymity
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C. Citizen participation
e E-democracy
e User generated content
e City alerts, emergencies

Solutions to encourage citizen
participation in the governance
and function of the city in an
anonymous way, but at the
same time identifying and
penalizing malicious users

uoc.edu
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User-generated content distribution

Framework for
Privacy-aware
Content Distribution
in P2P Networks with
copyright protection

We propose protocols to
share user-generated
content through online
social networks that avoids
copyright infringements
and privacy breaches.
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SmartGlacis/Citizen: Participation areas

R Certification
8 facebook ﬁ Anthosity

Sy @ & 1 e Emergency reporting
R i EMS f* ' We proposed an emergency
& g =2 reporting system that provides

privacy to honest witnesses,
but can disclose the identity and
punish the malicious ones.

The system is designed over an
online social network that
facilitates the indistinguishability
of the witness among a group of
users.
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Analysis of alerts and anomalies in the smart city

A SIEM (Security
Information and Event
Management)
based-solution
gathers and analyses
the records and data
generated in the smart
City.

SIEM
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@timestamp: May 13th 2019, 10:29:13.834 ems.latitude: 1.10648181

ems.longitude: 1.69150871 ems.report_id: cab4fc7f-@b2f-400c-88f1-20c43c2b72dc
ems.r_type: R

ems.pk4: MIGFMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCEZE1HWMcpDCdvxZNoqzLI04P/IuSmDFMIGYYF
162gDQj e+KqWhX1vC/F19pRght jHtmHZCN] qyATqQCs6KeeUARC1xWJz tHbncxrWHRI7pyyohvvwdYXs64Vi1

@timestamp: May 13th 2019, 10:29:06.834

ems.pk5: MIGFMAGGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCMDIKAEOWWZY583KPTCXsrEpzfPyUeVK2QiEMN
pngq9PLNwezcS18xtecwnkhf+SXFVAhCNHZ jLQ+Y1U6zQBaXo]jrC8jtMtJYt/hpGGEBLBtCRjUaPXANEShN8Y
E2rmusM6w2mHNr PIPXmJeAy7FILsncoLmS7w44+BxcNBZFZLWIDAQAB ems.r_timestamp: 2017-04-07
23:47:40.282 ems.longitude: 5.09972428 ems.r_type: T ems.latitude: 1.25040885

@timestamp: May 13th 2019, 10:29:04.834 host.os.name: Ubuntu

host.os.kernel: 4.18.0-18-generic host.os.codename: bionic host.os.platform: ubuntu
host.os.version: 18.04.2 LTS (Bionic Beaver) host.os.family: debian
host.containerized: true host.name: 260941def750 host.hostname: 260941def750
host.architecture: x86_64 agent.id: 7029c286-26c9-4453-83eb-d6364e22853f

@timestamp: May 13th 2019, 10:28:58.834
ems.pkl: MIGFMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCGI2n1MD51ruul/v3QbVgqIftr33icZyIRh10o
02F+Hx2kPhXKZbAEMidkYXQu2C32JZAv1E7M38IDBcOhNn1QTK/OcGKm7 XYR+PXAft19e JE2gHmTx jxu+aVIAp
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Summary

The presented system collects data from all services in a smart city and
allows global analysis of anomalies or attacks, which would not be possible
without the integration of data in a centralized platform.
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